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Abstract ; Considering constrained resource and low cost of Industrial Internet of Things ( IloT) devices, in order to
protect the confidentiality of data collected by the IloT devices, hardware/software co-design of SM4 algorithm is
proposed to balance resource overhead ,performance and delay. Based on open-source RISC-V instruction set architec-
ture (ISA) ,two customized instructions are added to realize round functions of encryption/decryption and key expan-
sion,and a low-cost hardware architecture of SM4 instruction function unit is designed and implemented. According to
cycle-accurate simulation results, the latency is reduced by 81.72% and throughput is improved 4.47 times compared
with implementation without custom instructions. The synthesis results under SMIC 180 nm technology demonstrate
that, compared with related works,the hardware resource overhead is reduced by 38.9% at least.
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