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Abstract: The rapid development of wireless communication technology promotes the prosperity of mobile terminal market. Monitoring the
explosive growth of network traffic has become very difficult, resulting in a series of security risks in the mobile terminal market. In view of
its popularity and convenience , Android has become the most popular operating platform with the biggest market share of mobile terminals.
However ,becoming the primary target of malicious attackers stems from its huge market share. Considering the surge in the number of mal-
ware and the upgrading of camouflage technology ,the existing research focusing on the analysis of single type features such as permissions
is not enough to cope with the current development trend. Therefore a hybrid malware detection model called PSDroid is proposed based on
the combination of permissions and related service component features. To evaluate the performance of the proposed methods,864 benign
applications and 1938 malicious ones are collected from Google play and VirusShare,respectively. The experimental results show that the
accuracy of the proposed model is 95.65% ,which outperforms the result of single permission feature analysis. In addition, compared with
the existing models based on deep learning or machine learning,the proposed method still has significant advantages for malware detection
in communication networks.
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