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Design and Implementation of a Lightweight AES Encrypted
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Abstract: A lightweight implementation scheme based on software is proposed for embedded devices according to 128-bit AES encryp-
tion algorithm. By using T-type lookup table storage scheme,byte substitution, shiftrows and mixcolumns operations in AES encryption
algorithm are transformed into lookup table operation,and the memory access mechanism is optimized to enable AES encryption algo-
rithm to run in a limited processor speed,code space and energy use environment. The hardware implementation is carried out on Fire-
fly-RK3399 embedded development board, and a lightweight AES encryption communication system is designed based on TCP/IP socket
communication scheme. 32-byte message content and 128-bit time dynamic key are used to perform system experiment. The results show
that compared with the traditional AES encryption algorithm, the encryption and decryption speed of the proposed method can be in-
creased by 15.02% without reducing security under the same environmental factors.
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