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Adversarial Examples Generation Method for Chinese Text Classification *
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Abstract : Aiming at the robustness of deep neural networks,a black-box adversarial example generation method for Chinese text classifi-
cation,i.e., WordBeguiler is proposed,which combines Chinese character shape and phonetic features to construct the adversarial search
space, finds important words or phrases that affect the classification results by designing new perturbation localization methods,and de-
termines modification strategies to generate adversarial examples according to the method of probability weights selection. Two main-
stream models, convolutional neural network (CNN) and bidirectional long short-term memory network ( BILSTM ) , are used to verify their
effectiveness and transferability on different classification data sets. The experimental results show that WordBeguiler has the advantage
of a higher attack success rate and lower perturbation rate compared to other attack methods while retaining the original semantics and
ensuring the grammatical correctness to a certain extent,and can be effectively transferred to the BERT model.
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