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Non-Invasive Identification of Electrical Equipment in

a Limited Security Environment "
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Abstract : Targeting at the problems of high computing cost of encryption and decryption in the existing non-invasive load identification
data security environment and poor data availability in the disturbed environment, a non-invasive identification method for electrical
equipment in the limited security environment is proposed based on the concept of data disturbance. Mel-scale frequency cepstral coeffi-
cients( MFCC) are taken as load characteristics, pseudo-random signals whose bandwidth corresponds to the subbands of the electrical
data to be protected are constructed and added with the current data to mask the subbands of the current data to be protected. MFCC
feature is extracted from unmasked subbands, corresponding learning and recognition process is carried out by using SVM. At the same
time , Pearson correlation coefficient and Euclidean distance are used to optimize the subbands that need to be masked by particle swarm
optimization. The experimental results show that the proposed scheme has advantages over the traditional scheme of adding random dis-
turbance in device recognition rate and avoids the computational loss caused by traditional encryption and decryption data,and can pro-
tect the specific spectrum information of data while taking into account data availability.
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